Fake CNN Email Installs Password Trojan
January 23, 2009

This is a warning about an email message appearing to come from CNN that is actually a serious password-stealing Trojan.

The email lures users to click on a link that promises video and further details about actual events occurring in Gaza.
The link takes users to a realistic-looking CNN website that promises a compelling video.

Following the link prompts a pop-up that states the user needs an updated version of Adobe Flash Player and to click an-
other link to install the update. If the link is followed by the user, a piece of Trojan code is then downloaded and searches
your computer for passwords and SSL information for banking and other financial sites stored on your hard disk.

Below you will see a screen shot of the fake email, fake CNN website, as well as, the file download confirmation box can
be found on our site, so you can see exactly what to look out for...

The original fake email:
Fake Email Message

Israel offers short respite from strikes

Israel will hakt its bombardment of Gaza for three hours every day to allow residents of the Hemas-riled Palestinian
tetvitory to obtain nwch-needed supplies, a military spokesman savs. The images broadeast here were graphic and striking.
The Al Jazesra English report below captures the extent of the devastation caised by the mdtal strikes
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2005 Cable News MNetwork. A Tene Wamer Company. All Bights Reserved.

The fake website and Adobe Flash download confirmation (Trojan code download) :

Fake CNN Website
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